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Cybersecurity Threat Levels Have 
Never Been Higher. Are You Prepared?
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It’s ‘Shields Up’ Time

Given the current geopolitical situation 
with Russia’s invasion of Ukraine, CISA’s 
Shields Up initiative, in conjunction with 
FBI collaboration, strongly encourages 
critical infrastructure organizations and 
other SATCOM network providers or 
customers, to review and implement 
the mitigations outlined in their CSA 
to strengthen network cybersecurity. 
At minimum, all SATCOM organizations 
should be: 

• Using secure methods for authentication
• Enforcing principle of least privilege
• Reviewing trust relationships
• Implementing encryption
• Ensuring robust patching and system 

con iguration audits
• Monitoring logs for suspicious activity
• Ensuring incident response, resilience, 

and continuity of operations plans
are in place

Never In Our History Has 
Cybersecurity Been More 
Important Than It Is Right 
Now — Today.

It’s no secret that following the recent 
cyber attack on the Viasat internet 
services in Ukraine and other parts of 
Europe, we’ve all been on high alert. 
And while Europe continues to recover 
from the fallout of that attack — with 
future security repercussions and the 
potential for spillover attacks still largely 
unknown — the situation has pushed the 
Cybersecurity and Infrastructure Security 
Agency (CISA) and the Federal Bureau 
of Investigation (FBI) to deliver an urgent 
message to U.S. and international satellite 
communication (SATCOM) networks.

https://www.cisa.gov/uscert/ncas/alerts/aa22-076a
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At IDI, Our Commitment To Customer Security Is At The 
Forefront Of Everything We Do

Since our inception over 25 years ago, IDI 
has made security and trust a top priority. 
We have significantly invested in people, 
processes, and technology to ensure our 
customers’ data is protected, and that 
our solutions are trusted and reliable. 
And as business needs, regulations, and 
risk management landscape change, we 
continue to enhance our security posture 
with an ever evolving and robust security 
program. It’s an ever-evolving process, 
and the job is never complete.

When we work with a prospective 
customer, security needs are always 
discussed early on. At IDI, we maintain a 
robust program based on the NIST 
CyberSecurity Framework – where our 
goals center around five key NIST 
pillars. These pillars aid our 
organization in expressing our 
management of cybersecurity risk by 
organizing information, enabling risk 
management decisions, addressing 
threats, and improving by learning 
from previous activities. Here are the 
things we feel are most important in 
addressing security program 
development.

https://www.nist.gov/cyberframework
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Security Pillar #1 – IDENTIFY

Our team maintains a strong focus and 
commitment to upholding a robust security 
governance model. But that process didn’t 
come together overnight. Over the years 
we’ve worked tirelessly to identify an 
organizational understanding to managing 
cybersecurity risk to systems, assets, 
data, and capabilities, and together 
we have achieved—and continue to 
maintain—strict adherence to the highest 
certifications to compliance framework 
controls, including SOC1/SSAE 18, SOC2 
(Security, Availability, Processing Integrity, 
Confidentiality, and Privacy), PCI DSS, 
and HIPAA.

In addition, we’ve identified and 
implemented robust security policies 
that govern all aspects of our SaaS 
platform & internal systems, taking into 
consideration customer privacy needs and 
organizational regulations. And ongoing 
checks and balances—including annual 
security assessments & disaster recovery 
drills, and detailed vendor evaluations and 
reviews of critical services, are integral 
to the effort.
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Security Pillar #3 – DETECT 

We are relentless in our pursuit of 
continual monitoring and review, so that 
in the instance a cybersecurity event 
does occur, we’re immediately aware. 
Implementations include: 

• Network intrusion detection and
prevention system

• Continuous security monitoring – network
and device traffic; personnel activity

• Robust SIEM (Security Information and
Event Management) processes and tools

• Regular scanning and review of assets
and vulnerabilities of all security-
impacting changes

Security Pillar #2 – PROTECT 

To ensure customer protection, we have 
developed and implemented safeguards in 
three key categories to ensure delivery of 
critical infrastructure services:

1. Data Security Controls – robust 
processes that include:
• Commercial-grade password manager
• Multi-factor authentication and

just-in-time privilege escalation
• Secure coding reviews of all security 

impacting changes
• Regular patching for all systems

and applications
• Frequent Application and Network 

Penetration Testing
• Strict network segmentation and 

firewall rules
• Regular Security Monitoring of network 

& device traffic and event management

2. Physical Security
• Hardened facilities that include badges, 

guards, cameras and comprehensive 
on- and off- boarding processes

3. Trusted People – rigorous training and 
process checks to ensure total 
commitment to customer security:
• Robust security training for all 

employees
• Strong change management and 

configuration management processes
• Monthly phishing campaigns and 

follow-up education

Security Pillar #4 – RESPOND

In the instance a cybersecurity event 
does occur, the IDI team is poised to take 
immediate action through:  

• Highly trained incident response team
and well-designed response planning
processes and procedures (including
process drills and regular table-top
exercises)

• Detailed forensics process –
performance and analysis

• Robust mitigation and
containment processes

• Continuous update of risk
register based on lessons-learned
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As Security Needs Evolve, IDI Remains Committed 
To Facilitating Risk Management

Recent breaches, like Viasat, have 
shown how supply chain attacks can 
have significant downstream impacts. 
But the fact is, that many of these high-
profile attacks could have been prevented 
through the application of sound cyber 
hygiene practices.

At IDI, we understand that the battle 
for cybersecurity is ever evolving, 

and hackers are continually finding 
new ways to breach even the most 
secure environments. And as customer 
demand for increased assurance of a 
secure operating environment persist, 
we remain resolute in our commitment to 
protecting proprietary and customer data 
and reducing the likelihood and impact 
of a potentially damaging compromise.

Security Pillar #5 – RECOVER 

IDI maintains plans for resilience — 
positioned to quickly restore any 
capabilities or services that are impaired 
due to a cybersecurity event through: 

• Well-designed recovery planning
procedures and regular recovery
process drills

• Robust communication planning
with key stakeholders

• Continuous optimization of processes
based on lessons-learned
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Have Questions? Let’s Connect.

Developing a robust security program isn’t easy. It requires time, incredible discipline and 
commitment. If you’re interested in learning more about IDI’s security program and how 
we protect our customers — or if you just have some questions or would like to share your 
thoughts — we’d love to hear from you. 

Contact us at 1.888.924.4110 or visit idibilling.com.

mailto:sking%40idibilling.com?subject=
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About IDI Billing Solutions

IDI Billing Solutions has been a leading provider of Billing, Automation and Workflow 
solutions for the communications industry since 1996. IDI’s comprehensive solution 
includes the award-winning CostGuard application, expert back-office and professional 
services, and a highly secure cloud-hosted platform. With a diverse client base, IDI gives 
communications providers the tools to quickly monetize their services and automate 
operations related to selling, activating, and billing customers. IDI maintains multiple Gold 
Competencies in the Microsoft Partner Program. To learn more about IDI, please visit 
idibilling.com or call 1.888-924.4110

Resources 
• National Security Agency (NSA) Cybersecurity Advisory: Protecting VSAT Communications
• NSA Cybersecurity Technical Report: Network Infrastructure Security Guidance
• Office of the Director of National Intelligence (ODNI): Annual Threat Assessment of the U.S. Intelligence Community,

February 2022
• CISA Tip: Choosing and Protecting Passwords
• CISA Capacity Enhancement Guide: Implementing Strong Authentication
• What is HITRUST? A Comprehensive Guide, Richard Reiben (CISSP, PMP, CCSFP)

https://www.idibilling.com/billing-as-a-service
https://www.idibilling.com/resources/press/idi-continues-to-achieve-multiple-gold-competencies-in-microsoft-partner-program/
http://www.idibilling.com/



